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WH®OPMAIIMOHHAS BE3OITACHOCTHh ®UHAHCOBO-KPEJIUTHOM
COEPDBI

AHHOTaNUsA: AKTyaJlbHOCTh JJAHHOM TeMbI O0YCIIOBJIEHA TEM, YTO yTeUKa Kak
(MHAHCOBBIX, TaK U MEPCOHATBHBIX JAaHHBIX MIPHU UX IMepeaye B paMKax (pUHAHCOBO-
KPEAUTHOM cQepbl MOXKET MNPUBECTH K HEU30EKHBIM TMOCIEICTBUIM, Oyab TO
0aHKPOTCTBO (PU3MUYECKHUX JIUI[ WM KOMIIAaHWM 10 (QUHAHCOBOro Kpusuca. B aroii
CBSI3U Ba)KHO BBIOpATh M pEAIU30BaATh MPABWIHHBIE TEXHOJOTHMYECKUE U TPABOBBIC
pemieHusi, 4YTroObl u30ekaTh MOTCHIMAIBHBIX MpodsiieM ¢ HHGOPMAIIMOHHON
0e30MacHOCThI0 B (DMHAHCOBO-KPEIUTHON cdepe. ABTOp 3aKIHOYaET, 4To OypHOE
pa3BUTHE MH(DOPMAITMOHHBIX TEXHOJIOTHI TPUBOAUT K HEOOXOIUMOCTH JTOTIOTHEHUS U
YTOYHEHUsI TEePEYHs CTPYKTYp, MMEIOIIMX JOCTYN K OaHKOBCKOH TaitHe. B 3ToM
KOHTEKCTE 3aKJIOYEHHWE COrJamleHuss o0 BJIEeKTPOHHOM HH(OPMaMOHHOM
B3aUMOJICCTBUH  Mexay bankom Poccum wu  MBJ] Poccum  mo3Boswut
MPaBOOXPAHUTENIbHBIM OpraHaM He3aMeUIUTENIbHO PEarupoBaTh HA MOLIEHHUYECKUE
NeNCcTBUA B (PMHAHCOBO-KpPEIUTHOM cepe u mpecekarb ux. [lo MHEHUIO aBTOpa, BO
n30exkaHne yTedek MHGOpMAIMU O MEePCOHAIBHBIX JTaHHBIX KIMEHTOB (PUHAHCOBO-
KPEIUTHBIX OpraHu3alluii BUIUTCS II€J€COO0pa3HbIM CO3/1aTh eauHbIe (00ITHue)
HOPMBI, PETJIaMEHTUPYIOIINE 3aIlUTy MEepPCOHATbHON WHMOpMaIu B (HUHAHCOBO-
KpeauTHOW cdepe ¢ ydeToM TpaHchopMaIuu STUX OTHOIICHWHA TOJ] BIUSHUEM
U pPOBOI IKOHOMHUKH.

KiroueBsble ciioBa: nHpopmaimonHas 0€30MacHOCTh, (PUHAHCOBO-KpPEAUTHAS

chepa, PuUHAHCOBO-KPEIUTHBIC OpraHU3alluu, KUOEpyrpo3bl, KuOepOe30MacHOCTH,



OaHKOBCKag TalHa.

Abstract: The relevance of this topic is due to the fact that the leakage of both
financial and personal data during their transfer within the financial and credit sphere
can lead to inevitable consequences, whether it is the bankruptcy of individuals or
companies before the financial crisis. In this regard, it is important to choose and
implement the right technological and legal solutions to avoid potential problems with
information security in the financial and credit sphere. The author concludes that the
rapid development of information technologies leads to the need to supplement and
clarify the list of structures that have access to bank secrecy. In this context, the
conclusion of an agreement on electronic information interaction between the Bank of
Russia and the Ministry of Internal Affairs of Russia will allow law enforcement
agencies to immediately respond to fraudulent actions in the financial and credit sphere
and suppress them. According to the author, in order to avoid leaks of information
about the personal data of customers of financial and credit organizations, it seems
expedient to create uniform (general) norms governing the protection of personal
information in the financial and credit sphere, taking into account the transformation
of these relations under the influence of the digital economy.

Key words: information security, financial and credit sphere, financial and

credit organizations, cyber threats, cybersecurity, banking secrecy.

C Bo3pacraronieil poibio nubpoBU3aIMK PACTET U yrpo3a HHHOPMALIMOHHON
0e30macHOCTH B PMHAHCOBO-KpeIUTHOM cpepe. MeTo b1, MpUMEHsIeMbIe 1J1s1 3aLUThI
nHpoOpMaIuy,  NPUOOPETAIOT  pelIaroliee  3HA4YeHWE I OOeCICUCHHS
nHGOPMAITMOHHON 0€301aCHOCTH B (PMHAHCOBO-KPEAUTHBIX OPraHU3aINSX.

JIOCTYITHOCTh DJIEKTPOHHBIX TIIATE)KHBIX CEPBHCOB, CO3JIaHUE W Pa3BUTHE
UPPOBBIX O0AHKOB, a TaK)KE€ MOOWJIBHBIX MPHIIOKEHUM, MO3BOJISIONIUX KIHCHTaM
CaMOCTOSTEIIbHO OCYIIECTBIIATh IMEPEBOABl M IUIATEX MU, POCT YHciIa OAHKOBCKHX
CYETOB, a TAK)KE OTepaluii Mo HUM, 0€3yCIOBHO, OTIPEIETISIOT pa3BUTHE (PHAHCOBO-

KpenuTHOH cdepsl [5, c. 164]. OnHako HOBBIC TEXHOJIOTHU BJICKYT 32 COOOH HOBBIC



KHOEpyTpo3bl.

DUHAHCOBO-KPEIUTHBIE YUPEKACHUS CTATKUBAIOTCA CO 3HAYUTCIBHBIMUA H
pPa3HOOOpa3HbIMU KUOEPYrpo3aMu, ¢ KOTOPHIMH MOYHO CIPaBUTHCS C MOMOUIBIO
a¢exTuBHBIX  cTpareruii  kuOepOe3omacHoctH.  HeobOxomumo  moapoOHO
OCTAaHOBUTHCSI HA PACCMOTPEHMH Yrpo3 HHGOOpPMAIMOHHOW O€30MacHOCTH B
KpEAUTHO-0aHKOBCKOM CHCTEME Mepeaun TaHHbIX.

[TonpoOGHsIii ananu3 kubepaTak B GUHAHCOBO-KPEAUTHOM chpepe ObLT OCBEIICH
B 0030pe lleHTpa MOHUTOpWMHIra M pearupoBaHUs HAa KOMIIBIOTEPHbIC aTaKU B
¢unancoBo-kpemutHoii chepe (DunllEPT) [8], cmeumanbHO# CcTpyKTYpHOMI
equnuuent LlentpanbHoro 6anka P®. bosee moapoOHy0 MEXaHUKY OCYIIECTBICHUS
MOJOOHBIX  TOCATaTeIbCTB  HAa  MUHPPACTPYKTYpPY  KPEIUTHO-(UHAHCOBBIX
OpraHu3alWii, B KOHEYHOM CUETE MPECICAYIOMMNX KOPBICTHYI0 IKOHOMHYECKYIO
BBITOJTY, paccMaTpuBarOT CHEIUATUCTHI MEXIYHapOTHOU KOMITIaHUH,
CHenuaIn3upylomneicss Ha pa3paboTKe WHHOBAIMOHHBIX penieHuil B cdepe
uHpopmanmonHoit 6ezonacnoct «Positive Technologiesy.

N3yuuB uccnenoBanus kommanuu «Positive Technologies», MOKHO BBIJICTUTD
JIBa OCHOBHBIX THIAa WH(GOPMAITMOHHBIX aTak. be3ycioBHO, Ux OoJbIe, pazyMeeTcs,
¥ OCHOBaHU# Jy1s 00Jjiee AeTalbHOM KiIacCH(PHUKAIIMK JOCTATOYHO MHOTO [8].

K ocHOBHBIM OTHOCSTCS:

— Dos-araku (Denial of Service) — A0cI0OBHO 3TO OTKa3 B 0OCIYyKMBaHUU,
aTaka, KoTopasi CO3/]aeT Harpy3Ky Ha CepBep U MPUBOJUT K OTKa3y BCEH MU KaKOM-
100 YaCTH CUCTEMBI.

— APT (Advanced persistent threat) — 10cI0BHO 3TO pa3BUTasl YCTOWYWBAs
yIpo3a, T.e. IieJieBas araka. Yaiie BCcero UCroib3yeTcs Py BHEIPEHUU B 0AaHKOBCKYIO
HHQPPACTPYKTYPY. XapaKTepU3yeTCcsl HE3aMETHBIM ITPOHUKHOBEHHUEM B OAaHKOBCKYIO
cpeny s JaTbHEHIIeT0 H3yYeHUs U XUIICHUST He00X01uMOn nHMOpMaITiu.

OuHIIEPT BbImenseT cienyronme KaTeropuu atak: KOMIIBIOTEPHBIE aTaku U
aTaK# C UCIOJIb30BAaHUEM COIMAIBHBIX MECCEHIKEPOB.

[lepByro KaTeropuro COCTABIISIOT aTaKU:

— Ha UHQPACTPYKTYPY (PMHAHCOBO-KPEIUTHBIX OpraHU3alINIA;



— Ha UHQPACTPYKTYpY KIUEHTOB (PMHAHCOBO-KPEIUTHBIX OPTaHU3ALIHIA;

— aTaKM C UCIOJIb30BAHUEM MTPOrPaMM-IIH(PPOBATBIINKOB;

— aTakd TUIA «OTKa3 B 00CITyKUBaAaHUNY,

— aTtaku Ha 6baHkomartsl [9, c. 202].

Bropyto kareropuio COCTaBJISIOT: JJIGKTpOHHAas mouTa, 3BoHKH, CMC,
WhatsApp, Viber.

YTeuka Kak (PMHAHCOBBIX, TaK U MEPCOHANBHBIX JAaHHBIX MPHU UX Tepenade B
paMKax (UHAHCOBO-KpEIUTHON cdepbl MOXKET TPUBECTH K HEU30EKHBIM
MOCJENCTBUSIM, OyAb TO OAHKPOTCTBO (PU3MYECKHX JMI[ WJIA KOMMIAaHUM /10
(PMHAHCOBOTO KpHU3HCA.

Bce Ha3BaHHBIE BbIlle NPOOJIEMbI, HECOMHEHHO, TOJIKHBI OBITH B3ATHI O]
KOHTPOJb CIEHHAINCTaMU CIyKObl KubepOe3onmacHOCTH. COOTBETCTBEHHO, OT
YPOBHS OpTraHu3alliy YIPABJICHUS JAHHBIM [IPOLIECCOM HAIPSIMYIO 3aBUCUT Ka4€CTBO
opraHu3anuu 6e30nacHOCTH OaHKOBCKHMX JAaHHBIX. B 3TOW CBSA3M BakHO BBHIOpATH U
pean30BaTh MPaBUIIbLHBIE TEXHOJIOTUIECKUE U TIPABOBBIC PEIICHUS, YTOOBI U30€XKaTh
MOTCHIIUAIBHBIX TPOOJIeM ¢ OE30MacHOCThIO B (PMHAHCOBO-KPETUTHOM cdepe [7, c.
619].

Tak Bo wu30exaHwe cepbe3HbIX mnocieacTBuil llenTpanbHbli Oank PO
oOecrieunBaeT MOHUTOPUHT B cdepe KHOepyCTOMYMBOCTH (PMHAHCOBO-KPEIUTHBIX
OpraHM3aIfii, MPEeAyNpeKIaeT UX O BO3MOXKHBIX HOBBIX THIIAX aTak M CHocoOax
pearupoBaHus Ha HUX.

B 2019 rony bank Poccuu npuHsII NEepBBIA CTPATErMYECKUM TOKYMEHT —
«OCHOBHBIE HaINpaBIICHUS Pa3BUTHS HMH(POPMAIMOHHONW OE30MACHOCTH KPEIUTHO-
¢durancoBoi cdepsl Ha nepuoa 2019-2021 romos» [6], 0003HAUNB MPUOPUTETHI Ha
OMMKANIITYIO TIEPCIIEKTUBY, B TOM YHCIIE!

— pa3paboTKy TpebOBaHMI1 U YCTIOBUI 0€30MaCHOCTH yTpaBiieHUs (PMHAHCOBOM
uHpopmaIue;

— HEJONMyUIeHHE YTEYeK IMepCOHAIbHOM uHpopMaluu u3 (PUHAHCOBO-
KPEIUTHBIX OpPTaHU3aIUN;

— pa3BuTHE HHPOPMALUOHHO-LIM(PPOBON KYJIbTYpbl (PUHAHCOBO-KPEAUTHOU



cdepsl.

[TpaBoBBIE TPOOIEMBI HIMEIOT MECTO TIPH PETJIAMEHTAIIMH 3aIIUTH 0aHKOBCKOM
TallHbI, Korjaa KoHuIeHMadbHas UHQopMalus Obla MOJTydeHa JOJIKHOCTHBIMU
JUIIAMH TOCYJIapCTBEHHBIX CTPYKTyp (b0 Haobopot). Ilpm 3ToM y Kakaoro
cyObekTa OymeT cOOCTBEHHBIH perjiaMeHT 3ainuThl nHopmanuu [4, ¢. 101].

Hoctyn Kk KoH(uIeHIMATbHONH OaHKOBCKOW WHGOpMAIMK OTrpaHUYEH
COTPYJHUKAMU COOTBETCTBYIOLIMX OHW3HEC-HAIMPABICHUM, CIIyxk0 O€30MacHOCTH,
COBETa IMPEKTOPOB U yUpenuTesneii ousneca.

JlanHas nH(GOpMAITAI MOXKET OBITh IPEIOCTaBICHA TOCYIaPCTBEHHBIM OpraHaM
1 UX JOJKHOCTHBIM JIMIIAM TOJIPKO MPH HATHYUN OOCTOSTEIHCTB M B YCTAHOBJIICHHOM
HOpsAKE.

B ampene 2020 r. rmaBa MB/] Poccun B.A. KosokonpLeB BHEC TPEIIIOKEHNE
B bank Poccum o 3akimoueHMH ¢ HUM cOMIamieHus 00 WHGOPMAIMOHHOM
B3aMMOJICUCTBUM 11 TPEIOCTaBICHUS TPEICTABUTENIAM IPABOOXPAHUTEIBHBIX
OpPTaHOB PACIIMPCHHBIX IMOJHOMOYHH B TOJYYCHHH WH(OpPMAIMH W MaTEpHAIOB,
OTHOCSIIIUXCS K OAaHKOBCKOW TaiiHe. DTO MO3BOJMJIO OBl YCKOPUTH MPOLECC
MoJydyeHus: HeoOXxoauMon uHbpopmanmuu ¢ 1enblo  Oonee  3DPEeKTUBHOTO
MPOTHBOACHCTBHUS TPECTYIUICHUSIM B (pUHAHCOBO-KpeauTHOH cdepe [2]. Craemyer
oTMeTHTh, u4TO bank Poccum mnopmepxan MaHHOE NPEITIOKEHUE, OJHAKO €ro
paccMOTpEeHHE MPOUIUIIOCH J1BA TOAA IO CETOTHSIIIHETO JTHSI.

Tak, 16 mas 2022 r. bank Poccuu npenioxun n3MeHUTh (peaepaibHbIA 3aKOH
Ne 161-®3 «O HaMOHATLHOW IUTATEXKHOW cucTeMe» [1] ¥ MpeaoCTaBUTh CHIIOBBIM
cTpykTrypam noctyn Kk Oaze naHHbix @uullEPTa. B Hacrosimee Bpems naHHOE
MPEIOKCHNE HAXOJUTCS Ha CTaJul MEXKBEIOMCTBEHHOTO COTrJiacoBaHus. basa
nanabix  @OuHllEPTa Bximtodyaer B ceOs wuHpOpMaIMiO O JaHHBIX OaHKOB,
MPOBAIEpPOB, OMEPATOPOB CBSI3U, CHUCTEMHBIX HWHTETPATOPOB, Pa3pabOTUMKOB
AHTHBHUPYCOB M MHBIX KOMIIAHHUK B 00acTH nH(MOpMAIMOHHOHN Oe3omacHocTH [3].

Taxum oOpa3zoM, OypHOE pa3BUTHE HHPOPMAITMOHHBIX TEXHOJIOTHI MMPUBOIUT
K HEOOXOIMMOCTH JIOTIOJIHEHUS M YTOUHEHUS TIEPEUHS CTPYKTYP, UMEIOIIHUX TOCTYII

K OaHKOBCKOU TaifHe. B 3TOM KOHTEKCTE 3aKJIF0UEHUE COTJIalleHus: 00 2JIEKTPOHHOM



nH(POPMALIMOHHOM B3auMojeicTBuu Mexnay bankom Poccum u MBJl Poccun
IIO3BOJINT IIPABOOXPAHMUTENILHBIM OPraHaM HE3AMEUIMTENIBHO pPearupoBaTh Ha
MOILIEHHUYECKHE JEHCTBUS B (PUHAHCOBO-KPEIUTHON chepe U MpeceKaTh UX.

Ha nam B3z, Bo uzbexxanue yredek HHPOpMaIUi O MePCOHATBHBIX TaHHBIX
KJIMEHTOB (PMHAHCOBO-KPEIUTHBIX OpPraHu3aluil BUAUTCA LENEeCO00pa3HbIM CO3/1aTh
eanHble (0011Me) HOPMBI, PETTAMEHTHUPYIOIIKE 3aAIUTY [IEPCOHANTBHON MH(OpMaLUu
B (PMHAHCOBO-KPEAUTHOU cepe ¢ ydeToM TpaHC(hHOpMallMu 3TUX OTHOLICHHH MOJ

BIUSIHUEM LU(PPOBOI 5KOHOMHUKH.
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