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AHHoTauus: [IpenMeToM UCCIe0BaHUS ABISIETCS AKTYaJIbHBIN METOJ 3aIIUThI
uH(bOpMAIIMK C UCTIONBb30BaHUEM H300paxeHuil Gpopmara jpeg. B cratbe paccMoTpeH
o0l anropuT™ palOThl 3allMCH M M3BJICYECHHS JAHHBIX Ha IMpUMepe padouero
IPOrpPaMMHOTO KOJIa si3bIKa MporpammupoBanust Python.

KuoueBbie ciioBa: Python, jpeg-uzobpaxenusi, nieiaeBoit daiii, nzodpaxeHue-

KOHTEUHED.

Abstract: The subject of the research is an relevant method of information
protection using jpeg images. The article describes a general algorithm for recording
and extracting data using the example of the working programming code written in
Python programming language.

Keywords: Python, jpeg-picture, target file, container-picture.

BBenenune. 3ammra uHQOpMaALUU SBISETCA BAXKHOM YacTblO COBPEMEHHOIO
mupa. C nepexooM MHpa B HOBYIO LIU(PPOBYIO AMOXY JaHHBIN BOIIPOC CTOUT Haubosee
octpo. CoBpemeHHas wuHpopmalus, B OOJBIIMHCTBE CJIydaeB, HE HMEET
MaTepualbHOTO cojiepKaHus (00O0JOUKHM), a TPEACTaBIseTCS B BUIAE IUPPOBBIX
JTaHHBIX, BCJIEICTBUE YETO COCOOBI KPaXkU U MOITYYESHHSI JOCTyNa K HUM COBEPILIEHHO
U3MEHWINCH U TPeOYIOT CBEXKUN MHANBUAYATbHBIN TOAXO/.

B pamMkax paHHOW CTaTbd NPEACTABICH JOBOJIBHO HECTaHIAPTHBIM METOJ

3alUThl UHPOpPMALMK, B OCHOBE KOTOPOIO HMCIOJB3YIOTCS OCOOCHHOCTH (hopmara



JPEG, a Taxoke ero peanu3aius ¢ UCTIOJIb30BaHUEM sI3bIKa TporpammupoBanus Python.
Pa3paboTanHblii aBTOPOM METO UMEET MHOTO OOIIIETO ¢ MPUHITUIIAMH CTeraHoTpadus,
HayKd H3y4Yarolled M pa3pabaThIBAIOLIMI METOABl CEKPETHOW mepenayd AaHHBIX,
MOCKOJBbKY JaHHBIM CHOCOO UCHOJB3yeT H300paKeHUsT B BHUAEC IEPEHOCUHKA
CTOpPOHHUX JaHHbIX. [Ipu 3TOM jpg-dailn coxpaHseT BCe CBOU CBOWCTBA, KaK OOBEKT
JAHHOTO PACLIMPEHUs, 1 HUKOUM 00pa3oM He OyleT CUTHAIM3UPOBATH O HATUYUU
CTOpPOHHEH MH(OPMaLIMU 32 UCKIIOYCHUEM JIMIIb 00bema. OTcIona ClieAyeT IIaBHbINA
HEIOCTAaTOK MEeToJa — 00beM IepenaBacMol MH(OpMAlMU HE JOJDKEH MPEBBIIIATH
00BEM HCXOJHOTO H300paKEHUs, MOCKOJBbKY, HAalpuUMep, HU300paK€eHUE HHU3KOro
paspenieHus U KkauecTna, 3anumMaroniee 70 MO B maMsaTi KOMIIbIOTEpa, Oy/IET BbI3bIBAThH
BOIIPOCHI U TIOJJO3PEHHUE.

O0mmue npuHuunbl (GyHKHUOHMPOBAHUA MeToAa. Bo3pMeMm CoBepIIeHO
CTaHJapTHOE H300pakeHue ¢ pacummpeHueM jpg. Jroboi ¢ain B BBIUMCIUTEIHLHON
TEXHUKE IMPEJCTaBUM B BHJIE IOCIEAOBATEIbHOCTH OalT, 3alMCaHHBIX IIO
onpenesnieHHoMy npasuity. Ero enie Ha3biBalOT 0aiT-koa0M. Cyl1leCTBYET psiJi METOIOB,
UCHOJIb3yEMBIX JUIsl IPOCMOTpa OaiT-KoJa ¥ €ro aHajin3a, HapuMep, UCIOIb30BAHHE
CHenuaIu3upoBaHHOIO mHporpaMmHoro obecrnedeHus (hex-pegaktopel). Ha prinke
OPUCYTCTBYIOT CBOOOJHBIE IO PACIPOCTPAHEHUIO M UCIIOJIb30BAHUIO PEILIECHUS KaK B
BUJIE OT/ICIbHBIX aBTOHOMHBIX MTPHJIOKEHUH, TaK U B BUJI€ BEO-NPUIIOKEHUH (CaliTOB),
Haxonsmuxcs B cetu MHTepHer.

Kax MmoxxHO BuieTh Ha pucyHkax 1 u 2, uzoopaxenus popmara JPEG, obnamaror
nByMs XapaktepHeiMu Mapkepamu: «FF D8» B nHauane u «FF D9» nHa xoHue. Ot
MapKepbl ABJISIOTCS, CBOETO pPO/id, KOHCTAHTHBIMH 3HAUEHUSIMH, KOTOpPbIE 0003HAYAIOT

Hayvao u KoHell jpeg-daitna [1].
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Pucynok 1 — Mapkep Hadasia mociieIoBaTeIbHOCTH OalT
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Pucynoxk 2 — Mapkep KOHIIa OCIEA0BATEILHOCTH OANT

BHecenne Tex wiIM WHBIX W3MEHEHMM B OalT-KOA, HaXOMSIIUHCT MEXITY
Mapkepamu, 0e3 JOKHOIO IOHMMAHHUS PAOOTHI JAHHOTO PACHIMPEHUS, MOXKET
MPUBECTHU K JedopMaliud TeX WIM UHBIX XapaKTEPUCTUK NU300paKEHUS, BCIICICTBUE
ATOr0 M3MEHEHHE BHYTpEeHHEH uacTu daiiia paccMarpuBarbes He OynmeT. B pamkax
peanuzanuy pa3pabOoTaHHOTO METOoJa 3allUThl WHGOpPMAIMM HEOOXOAUMO YETKO
MOHUMATh: BeCh OaiT-koi, 3amucaHHbii nociae «FF D9» mapkepa, o6o3Havarommii
KoHell jpg-daiina, Oymer urHopupoBaTrhcsi. HoBoe m3zoOpakeHue HUYEeM He Oyaer
OTJINYAThCS 110 CBOMM BHEIITHUM IMPU3HAKAM OT UCXOJHOTO, T. K. BHYTPEHHSS 4acTh HE
OblJ1a U3MEHEHA, HO TIOCJIEIOBATEIbHOCTD, JOMHCAHHAs TOCie, OylIeT XpaHUThCS B
daiisie Ha TOCTOSTHHOM O0CcHOBE (pUCYHOK 3). W, eciin HOBOe n300pakeHUuEe HE Ha MHOTO
MIPEBOCXOIUT 10 00BEMY MaMSITH UCXOIHUKA, TO BEPOSITHOCTH TOTO, YTO JIOTTUCAHHBIH
KOJlT OOHapy»aT JOoCTaToyHO HM3Kas. M maxe ecnm 3T0 mpousounaeT, 0e3 3HaHus
dopmara 3amucaHHOro B M300pakeHUe (pailna, MOIYyYUTh NOCTYN K JaHHBIM HE

MMpCACTABIISICTCA BO3MOKHBIM, ITIOCKOJIBKY ITOCJICIOBATCIIBHOCTD Tpe6yeTc;1 CHUTAaTh, a



MTOTOM 3aIrcath B (paitst mpaBuIbLHOTO (popmara.
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Pucynok 3 — Ilpencrasnenue jpg-daiina B Buae 6aliT-kofa Mocie 3anucu HoBoro ¢aiina B

n300paxeHue

AJITOPUTM 3aNIMCH JAHHBIX. PaccCMOTpUM IporpaMMHBIN KOJI, 3aITHCBHIBAKOIIUN
JaHHbIE B jpg-u3oOpaxeHue (pucyHok 4). Becb mporecc 0630pa kona (aaropurma)
OyIeT MPOU3BOAUTHCS ITyTEM MOCIIEI0BATEIBHOIO OMMCAHUS KAXKIOW €ro CTPOKH.

BBenem aBa moHSATHS, KOTOPHIMU OyleM ONEpUPOBATh B PaMKaxX HAaMHUCAHHOTO
IPOrpaMMHOTO KOJa:

N3o0pakenne-koHTetHEp — 9TO jpeg-Qaitn, B KOTOpbId Oyaer jomucad
CTOPOHHUM OaMT-KOJI.

[enesoit daitn — 710 aitn, 6aiiT-ko1 KOTOPOTO OYAET JOMKUCaH B M300paKeHHe-
KOHTEHHep T100 ke U3BIICUEH U3 HETO.

TpanuuroHHO B 1000M SI3bIKE MPOrPaMMHUPOBAHUS, MEpe]l HallMCaHUEM KoJia
IPOU3BOJIUTCA HMIIOPT BCEX HEOOXOAMMBIX CTOPOHHHMX OubOmuorek. PaccMoTpum
aNTOPUTM, PEaTU3yeMbIid TPOTPAMMHBIM KOJIOM, TIPECTABICHHBIN Ha pUCYHKE 4.

Crpoka 1: B IpoeKT UMIOPTUPYETCS MOY/b 0S, MO3BOJSIONINM POTPAMMHUCTY
B3aMMOJICHCTBOBATh C ONEPALMOHHON CUCTEMOM (CO3/1aBaTh/ylaisiTh Nanku U (anssl

U TakK Jajee).



import os

path_to_container = input("MyTe oo w3cbpaXeHUAa KOHTeliHepa: ")
path_to_target = input("MyTe po uenesoro ¢aina: ")

with open(path_to_container, 'rb+') as file_container, \
open(path_to_target, 'rb') as recordable_file:

content = recordable_file.read()

container_size = os.path.getsize(path_to_container)
container_bytes = file_container.read()

offset = container_bytes.index(bytes.fromhex('FFD9')) + 2

file_container.seek(offset)

if container_size == offset:
file_container.write(content)
print('\nBHumaHue ---> 0Qaiin ycnewHo 3anucad!')
else:

print('\nBHumaHue ---> B paHHbii dain

ywe 6pin 3anucad gpyrod dain!')

Pucynok 4 — IIporpaMMHBIii KOJI, 3aIUCBIBAIOLIUI TaHHBIE B U300paKeHHE

Crpoku 3 — 4: peanu3yeTcsi BBOJ JAaHHBIX KOHEUHBIM IOJIb30BaTeNIeM: MyTh 10
U300paKEeHUS-KOHTEIHEpa, B KOTOPHIA OyleT MPOM3BOAMTHCS 3aMUCh, U MYTh JI0
1eseBoro (¢aiiaa, 6alT-KoI1 KOTOpPOro OyaeT 3anmucan B n300pakeHue. s 1o CTHKEeHUS
BBOJIa IaHHBIX MCMOJIb3YeTCs cTaHAapTHas GyHKUIUA input().

Crpoxu 6 — 7: BBIMOTHUB cOOp BCEe HEOOXOMUMOMW HJisi KOPPEKTHOM pPabOThI
ajnropuTMa HHQPOPMAIIMM, PEATU3yeTCs OTKPhITHE ATUX (HaMJIOB IJis JalbHEUIIeH
paboTel ¢ ux OaiT-komoM. st 3TOrOo Mcmoib3dyercss KoHCTpykuus with(), koTopas
MMeEeT JIBa apryMeHTa: MyTh 10 ¢aina u pexum paboTsl. Becero ects Tpu 6a30BbIX
pexxnma paboThl: W — write — OTKphITHE (paiina Ha 3amuch, a — append — OTKPBITHE Ha
3amuch B KoHell ¢aiya u r — read — oTkpeITHE Ha 4dreHue [2]. Moaudukarop rb
O3HAyaeT, 4TO BbIOpaHHbIE JaHHbIE OYyIyT OTKPBITHI Ha YTeHUE OalT-KONIa, OH
pacmudpoBbiBaeTcs, kak read bytes — urenue 6aiT. Mogudukarop rb+ — 310 pexum

A0CTYyIIa, ITPHU KOTOPOM HPOUCXOJUT OTKPBLITHC HA OJHOBPCMCHHOC YTCHHC U 3allUCh



6aiit-koza [3]. OTKpBITHIM (paiiamMm mpPUCBaUBaIOTCA MICEBIOHUMBI, C KOTOPBIMU 1 OyZIeT
MIPOU3BOJUTHCS BCE JATbHEUIIINE MAaHUTTYJISALINH [2].

Crpoka 9: npon3BOAUTCS CYUTHIBaHUE 0AWTOB 11eJIeBOTO (aiiia B ClIeUAIBHYIO
IIEpEMEHHYIO content.

HeobOxogumo mpoBepuTh H300pakeHUE-KOHTEHHEpAa Ha HaJIM4Yude YXKe
JOTIMCAaHHOM TOCIIEA0BATEIbHOCTH 0ailT. BHeapeHue 5TOH MPOBEPKU MO3BOJIUT
n30eXaTh OUTMOOK IIPH MOBTOPHOI 3aIHCH, a TAKXKE MO3BOJIUT YOSIUTHCS, UTO BHYTPHU
KOHTEHEepa €CTh CTOpPOHHHUE JaHHble. [ 3ToM 1enu, ObLT MPOU3BENEH MOACYET
o0beMa U300pakeHUSI-KOHTEHEPa IBYyMs ClIOCOOaMHU.

Crpoka 10: momcuuThiBaeTcs oO1IMii 00beM (haitna ¢ MTOMOIIbIO OUOIMOTEKH 0S
(nepBbiii crioco0) [4].

Crpoku 11 — 12: noacunteiBaeTcst 00beM n300pakeHus cTporo 10 mapkepa «FF
D9», 0603Hauar0Mero ero KoHell, (BTopoi crocoo).

Crpoku 16 — 18: B ciyuae, eciaum oObeMbl H300paKEHHsI COBMAAAIOT, OyaeT
MPOU3BE/ICHA 3alUCh U BBIBOJI COOOIIEHUS 00 YCIICIIHOCTH OIEpPaIIUH.

Crpoxku 19 —21: eciu BbIYUCIICHHBIE 00bEMBI HE COBIAIM, TO OyAEeT BBIBEACHO
COOOIIIEHHE O HAJIMYME MHOPOJIHOTO OaNT-KO/Ia B U300paKEHUU-KOHTEIHEPE.

[TogoOHO paboTe IH000r0 TEKCTOBOTO PEIAKTOpa Y MOJIB30BaTEls €CTh Kypcop,
KOTOPBI OTOOpakaeT TEKYIIyl0 MO3UIMI0 B TEKcTe. Takoro poja WHCTPYMEHT
WCTIONB3YETCA M TIPU OTKPLITUU (paiiyia Ha yTeHWe W/Wiu 3anuch. [1o aToM mpuunHe
nepe HEMOCPEACTBEHHOW peanu3arueit mpoBepku (ctpoku 16 —21), Tpelyercs
BBHITIOJIHUTH OTEpAIMIO TIepexo/ia B KoHell jpg-u3o0paxkenust (ctpoka 14). [ockonbky
paHee B cTaThbe ObUIO CKa3zaHo, 4TO jpg-(aiiia coxpaHseT cBoe paboyee COCTOSHUE
TOJILKO MPHU JOTIMCHIBAHUH B KOHIIE.

AJITOPUTM H3BJIeYeHHsT JAaHHBIX. PaccMOTpUM anropuT™, TO3BOJISFOIIHIMA
CUMTATh JaHHBIC U3 jpeg-u300pakenus. [IporpaMMHbBIN KOj aqropuT™Ma MpencTaBieH
Ha pucyHke 5. [ToCKONbKY alrOPUTMBI 3alTUCH U CYUTHIBAHKS B OOIIUX YEPTAX CXOXKHU
U OTIEPUPYIOT OJHUMHU U TeMU ke (QYyHKIUSIMU, pacCCMOTPUM ero Oosiee kpatko. Bee

JAJIbHENIINE PUBEICHHBIE CCBUIKA HA CTPOKU OTHOCATCSI K PUCYHKY 3.



import os

path_to_container = input("MyTe Oo w3obBpaxeHWAa KoHTelHepa: ")
filepath_to_read_into = input("MyTe oo nankw HoBoro daina: ")
filename = input("Wwms HoBOro gaiina c pacuvpeHuem: ")

with open(path_to_container, 'rb') as file_container:

container_full_size = os.path.getsize(path_to_container)
container_bytes = file_container.read()
jpeg_file_size = container_bytes.index(bytes.fromhex('FFD?')) + 2

file_container.seek(jpeg_file_size)

if container_full_size > jpeg_file_size:

with open(filepath_to_read_into + '/' + filename, 'wb')\
as extracted_file:

extracted_file.write(file_container.read())
print('\nBHumaHue ---> 0alin ycnewHo BeIrpy®eH uz jpg-daiina!')

else:

print('\nBHuMaHne ---> B OaHHbii jpg-aiin He BWMT He oOWH ¢aiin!')

Pucynoxk 5 — IIporpaMMHBIif KOJI, H3BJICKAIOIINI JaHHBIE U3 N300paKEHUS

Crpoka 1: nmpon3BoAUTCS UMIIOPT OMOIMOTEKH 0S [4], KoTopas moTpedyercs 1ist
IPOBEPKH HAJIUYUS JAHHBIX BIIUTHIX B (Daiisi-KOHTEHHED.

Crpoxku 3 — 5: uHMIIMUpPYETCsT cOOp JTaHHBIX, HEOOXOIMMBIX ISl KOPPEKTHOM
paboThI AJITOPUTMA, HO B OTIIMYHME OT KOJIa 3alMCH, Tiepeada nH(popMaIiu o 1eaeBoM
daiine pa3dbuTa Ha JBE YacTU: MyTh 10 (ailla W ero ums, 3allMCaHHOE BMECTE C
pacmupenueM (Hanpumep, Extracted file.txt).

Crpoka 7: UHUIIMMPYETCSI OTKPBITUE HU300pKEHUA-KOHTEHHEPA B PEKUME
yTeHue OanT-koaa [2].

Crpoxu 9 — 11: moacuuThIBatoTCS 00bEMbI H300paKEHHS B 1IEJIOM U JI0 MapKepa
«FF D9y, xoTopsie B TOCIEICTBHE MOTPEOYIOTCS sl TIPOBEPKH HAIWYUS JAHHBIX
BIIUTHIX B (haiiyi-KOHTEUHED.

Crpoka 13: mpou3BomuTCS MEPEHOC Kypcopa (BHYTpPEHHEH IMO3HWIMH B OailT-
kofe (aitmia) B KoHell M300pakeHUs 3a cueT 3HaHus Mapkepa «FF DO9» mns

nanLHeﬁmero CUUTBIBAHUA JaHHBIX.



Crpoku 13 —21: peanusyercss MpoBepKa Ha HajJUuue IAaHHBIX BHYTPH Jpeg-
daiina.

B cnyuae BbIMOMHEHUS MPOBEPKUM OTKPHIBAETCS HOBBIM (haill Ha 3amuch
(ctpoku 16 — 17), myTh W UMSI KOTOPOTO OCHOBBIBAIOTCS HA paHEE MOJYYEHHBIX
naHHBIX (cTpoku 4 —5). Jlanee MHUIMUPYETCS 3alHUCh LieNeBOoro (aiijia U BBHIBOA
cooO1eHust 00 yCrenHocTu onepanuu (crpoku 19 — 20).

Ecnu e mpoBepka HE BBINOJIHUIACH, PEATU3YETCSI BBIBOA COOTBETCTBYIOIIETO
cooO1eHus (cTpoka 22).

3akiouenue. Pa3paOoTaHHBI MeETON 3alUTHI MOCTPOEH IO MNPUHIIMIIAM
cTeraHorpadum, HayKu, U3y4aronieil MeTobl COKPBITHS U Tiepeaadn nHdopmaiuu, u
MOXET OBITh NPHUMEHEH HE TOJBKO JJI 3alIUThl JTAHHBIX, HO U I €€ CKPBbITON
nepenadu. Ha ocHOBe mpeAcTaBIeHHOTO B CTaThe OPUTHHAIBHOTO alTOPUTMA MOXKET
ObITh pa3paboTaHa KOMIUIEKCHAs CUCTEMa 3alluThl, coyeTarouiass B cebe Kak
UCIOJIb30BaHUE M300paxkeHuil (opMarta jpeg, TaKk U METOJbl KpunTorpaduyeckon

3aIIUTHI JaHHBIX (udp Dnb-I'amansg u T. 1.).

bubauorpaduyeckuii cnucok:

1. dexogupyem JPEG-uzo0pakeHue ¢ mnomompio Python [DineKTpoHHBIH
pecypc] URL:  https://temofeev.ru/info/articles/dekodiruem-jpeg-izobrazhenie-s-
pomoshchyu-python/?ysclid=14ya67aobd854598924/ (nara obOpamenus: 25.06.2022).

2. Writing to file in Python [Onexrponnsiii pecypc] URL: https
/Iwww.geeksforgeeks.org/writing-to-file-in-python/ (nara oopamenus: 27.06.2022).

3. Python File I/O — Read and Write Files [OnexTponnsiit pecypc] URL: https
/lwww tutorialsteacher.com/python/python-read-write-file/ (mara oOpareHus:
27.06.2022).

4. os — Miscellaneous operating system interfaces [ Onexrponnsrii pecypc| URL:

https://docs.python.org/3/library/os.html (mata o6pamenus: 23.06.2022).


https://temofeev.ru/info/articles/dekodiruem-jpeg-izobrazhenie-s-pomoshchyu-python/?ysclid=l4ya67aobd854598924/
https://temofeev.ru/info/articles/dekodiruem-jpeg-izobrazhenie-s-pomoshchyu-python/?ysclid=l4ya67aobd854598924/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.geeksforgeeks.org/writing-to-file-in-python/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://www.tutorialsteacher.com/python/python-read-write-file/
https://docs.python.org/3/library/os.html

